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Abstract—In this paper we describe an evaluation to test the
reliability of a blockchain based Internet of Things application
using a continuous-time Markov chain model. The factors
affecting the reliability in our system include the number of
devices, the reliability of individual devices, and the underlying
consensus algorithm etc. The effect of some factors on overall
system reliability is tested, and we find that the total number of
devices has the most significant factor to affect overall system
reliability. So that we can improve system reliability according to
the affecting factors.
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l. INTRODUCTION

In the present day blockchain technology is becoming
increasingly popular for a number of significant applications
where there is a need to maintain a secure decentralized ledger
of user transactions [1]. These applications include financial
services such as online payment and digital currency [2, 3],
smart contract systems that preserve privacy [4], networked
computer security [5], and secure device communication in
Internet of Things (loT) applications [6]. In each of these
applications the security and reliability of the system are
significant factors to be considered.

In this paper, we propose the use of a continuous-time
Markov chain (CTMC) model and continuous stochastic logic
(CSL) to analyze the reliability of a blockchain based 10T. The
properties of the model we present are verified using CSL.

The contribution of this paper is to demonstrate the utility
of CTMC and CSL to evaluate the reliability of a blockchain
based IoT application.

1. BLOCKCHAIN BASED EDGE COMPUTING MODEL

For this study we used a BEdge model, which is a type of
blockchain based IoT proposed by Sharma et.al. [7]. The main
components of this model are a cloud layer, an edge layer and
end devices, as shown in Figure 1.

The cloud layer of our model provides a highly -efficient
computing service for the whole system including data storage.
There is only one cloud service in this model. We do not
consider the reliability of cloud service in this study.

The blockchain based edge network consists of a collection
of distributed peers including gateways and routers. This layer
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Fig.1. Blockchain based edge computing model.

is responsible for transforming the communication information
between end devices and the cloud service, accomplishing the
simple computing, and maintaining the ledger via consensus.
For the study described in this paper we establish a blockchain
network with 7 peers and test the reliability of peers during 2
months. The failure rate of peers is once per month, when
failure criteria include power failure, hardware failure, and
network down. So, we set the failure rate of peers as once per
month.

In this study, where we look at a blockchain network for
smart energy transactions, the end-devices layer consists of
smart meters which aim to collect data. MTTF (mean time to
failure) of single-phase smart meter is greater than or equal to
10 years [8]. We assume that the failure rate of a component is
constant A . MTTF can be defined as described in equation 2.1.
Hence, in our further experiments, we set the failure rate of
smart meter as once per 10 years.

MTTF = j: e dt =% .
(2.1)

In this paper, we consider two of the most important factors
affecting overall system reliability.

I11. EVALUATION

The affecting factors will be analyzed in this part. The
parameters of each experiment are shown respectively in Table
Iand II.

In the first experiment to evaluate the reliability of our
blockchain model, we adjust the number of edge devices and
end devices to evaluate the influence of the device number.
The parameters of this experiment are listed in Table 1. The
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results of this evaluation are presented in Fig.2 which shows
how decreasing the number of devices can improve the
reliability in this model.

TABLE I. EXPERIMENT 1 PARAMETERS
Number_ | rate_end | Number_ | rate_edge T
end (year™) edge (month?) | (days)
2 1/10 2 1 60
4 1/10 4 1
10 1/10 10 1
30 1/10 30 1
1.0 r — T .
o8| |
0.8/ "/I -
%‘ 07 [ :
“é" 08 .' [~ num=2
% 0.5 il # - num=4
% 0.4/ _-;."I ~num=10
w03 - - num=30
0.2{ f/ -
0.1 /
0.0 - = .
a 5 10 15 20 25 a0 35 40 45 50 55 B0

Tidays

Fig.2. The failure probability up to 60 days when adjusting the number of end
devices.

The reliability function R(t) can be written as follows
where lambda is a constant representing the failure rate of a
component.

R(tHy=e". 3.1
The corresponding system failure function F(t) can be given
as follows.

F()=1-R()=1-¢"". (32)

In this experiment, the peers and end devices can be
considered as a series system with multiple independent
components, so that the failure rate rises when we increase the
number of devices.

Our second experiment involved adjusting the failure rates
of edge devices (peers). The parameters of this experiment are
shown in Table 1I. We also check the model performance at
regular intervals up to 60 days. Our results are shown in Fig.3.

TABLE Il EXPERIMENT 2 PARAMETER
Number_ | rate_end | Number_ | rate_edge T
end (year?) edge (month™) | (days)
4 1/10 4 1 60
4 1/10 4 1/2
4 1/10 4 1/3
4 1/10 4 1/4

From our experiment we can see that, in Fig.3, the failure
probability increases when the failure rate of peer changes from
once per 4 months to once per month. Hence, lower failure rate
of peer would decrease the failure probability. Another
significant result is that, on comparing Fig.2 and Fig.3, we can
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clearly see that the number of devices is the main factor
affecting long term system reliability.
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Fig.3. The failure probability up to 60 days when adjusting the failure rates of
peers.

IV. CONCLUSION AND FUTURE WORK

In this paper we have designed a CTMC model to evaluate
the reliability of a blockchain based edge computing model.
Experiment results show that decreasing the number of end and
edge devices and decreasing the failure rate of peers will
increase the reliability with the number of devices being the
principle factor affecting reliability. In future work we plan to
consider other factors like underlying consensus algorithm.

ACKNOWLEDGMENT

This work was supported by the XJTLU research
development fund projects under Grant RDF140243 and Grant
RDF150246, in part by the National Natural Science
Foundation of China under Grant No. 61701418, and in part by
Innovation Projects of The Next Generation Internet
Technology under Grant NG1120170301.

REFERENCES

Zheng Z, Xie S, Dai H, et al. An overview of blockchain technology:
Architecture, consensus, and future trends[C]//Big Data (BigData
Congress), 2017 IEEE International Congress on. IEEE, 2017: 557-564.

Foroglou G, Tsilidou A L. Further applications of the
blockchain[C]//12th Student Conference on Managerial Science and
Technology. 2015.

Kosba A, Miller A, Shi E, et al. Hawk: The blockchain model of
cryptography and privacy-preserving smart contracts[C]//Security and
Privacy (SP), 2016 IEEE Symposium on. IEEE, 2016: 839-858.

Kosba A, Miller A, Shi E, et al. Hawk: The blockchain model of
cryptography and privacy-preserving smart contracts[C]//Security and
Privacy (SP), 2016 IEEE Symposium on. IEEE, 2016: 839-858.

Noyes C. Bitav: Fast anti-malware by distributed blockchain consensus
and feedforward scanning[J]. arXiv preprint arXiv:1601.01405, 2016.

Zhang Y, Wen J. An IoT electric business model based on the protocol
of bitcoin[C]//Intelligence in Next Generation Networks (ICIN), 2015
18th International Conference on. IEEE, 2015: 184-191.

Sharma P K, Chen M Y, Park J H. A software defined fog node based
distributed blockchain cloud architecture for iot[J]. IEEE Access, 2018,
6:115-124.

S. Wang, R. Luo and H. Zhou, "Research on reliability enhancement
testing for single-phase smart meter,” in Electrical and Control
Engineering (ICECE), 2011 International Conference on. IEEE,, 2011.

[1]

[2]

[3]

[4]

[5]
(6]

[71

(8]



